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Information Operations
(Responsibilities)

• The G-3 is the Army’s IO lead, and has 
OPCON of the Army’s full spectrum, IO field 
deployable force.

Civil Affairs and Public Affairs.    

The G-2 provides 
the intelligence 
support and some 
operational 
capabilities.  

C2 Attack.

The G-2 provides 
the intelligence 
support and some 
operational 
capabilities.  

C2 Attack.

The G-6 is the Army’s CIO, 
and provides the foundation 
of Information Assurance 
policies.       

C2 Protect.

The G-6 is the Army’s CIO, 
and provides the foundation 
of Information Assurance 
policies.       

C2 Protect.



Multiple Sources

Growing Rapidly

Potentially devastating
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Theft of
Information, System

Disruption/Denial

Loss of  Public 
Confidence

Potential 
International 
Repercussions

STOLEN PLANS & PROGRAMS
MSE Technology by Jenot

FINANCIAL DATA
$1 Trillion in Cyberspace at 

any given time in a year 

RESEARCH 
LABORATORIES

DENTCOM
San Antonio, TX

BHABHA
India

Unprotected Backdoor 
into network

Attack on Indian 
nuclear research 
facility identified as 
last coming from 
an Army Dental 
Command system

e.g., apparent inability to 
protect publicly accessible 
web sites

Intruder able to search files at will, 
control the Command’s network, and 
potentially control the Commander’s C2



Army 
Counterintelligence

Army Criminal 
Investigation

Army Computer Emergency 
Response Team (CERT)

Joint Task Force - Computer Network 
Operations (JTF-CNO)

National Infrastructure 
Protection Center (NIPC)

Focal Point for the Army

Army Law Enforcement (LE) Investigative 
Lead for all Computer Crimes

Focal Point for 
Department of 
Defense (DoD)

National Civilian 
Leadership

Army Counterintelligence (CI) Investigative 
Lead for Espionage Activities

Computer Network Defense (CND) 
The Participants
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• Network/Systems 
Management, Monitor, 
Restore & Reporting
• Network/Systems Protection
• Centralized Configuration 
Control

Computer Network Defense

ASC     
Army NOSC

ASC     
Army NOSC

Information Assurance Vulnerability 
Alert (IAVA) Compliance Reporting

Incident/Intrusion Analysis
Response Coordination

Computer Vulnerability Assessments 
Attack Sensing and Warning

DISA 
GNOSC/  

DoD CERT

JTFJTF--CNOCNO

RCERTRCERT

CONUS
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Korea
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National Infrastructure Protection Center 
(NIPC) 

Federal Government Lead
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Monitor  
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Sensor Grid 
Worldwide

DoD
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Army Information Assurance 
Shapes the Cyber Battle-Space for Future IO Operations

• Establishes effective policies and tactics, techniques, and procedures (TTPs) across 
the full spectrum of conflict

• Identifies, trains, and retains quality IA personnel
• Inserts state-of-the-art protective technologies into sustaining base and 

tactical/digitized forces

POST/CAMP/STATION 
NETWORKS

THEATER NETWORK OPERATIONS CENTERS             
CO-LOCATED WITH COMPUTER EMERGENCY 
RESPONSE TEAMS CENTRALLY MONITORING 
IDS IN CONUS, EUROPE, HAWAII, AND KOREA

Defend the Networks 
Perimeter Defense
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Defend the             
Computing Environment

FIREWALL

Defend the Enclaves

Intrusion Detection 
System (IDS)

IDSFIREWALL

ACCESS    
CONTROLS
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ANTI-VIRUS 
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HOST 
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HOST 
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Proxy 
Technologies



If the web page is hacked/modified on the proxy server, the original 
web page can be used to update the proxy version since the original 
page was never hacked/modified.

How it works:

(Proxy Technology Protecting the Army’s Web Presence to the World)

During Dec 01 – at the height of the Nimda Worm attack, there were 
96,274 exploits attempted against Army web servers protected by proxy 

servers – all were UNSUCCESSFUL in defacing a page.

Defaces Proxy “copy” of web 
page, but page is refreshed 
from web server within 15 

minutes

Page 1

Browsers

Proxy Server

Remote Web 
Server is 

untouched and 
Proxy refreshes 
web pages IAW 
settings, e.g., 

every 15 minutes

Internet

Hacker Refreshed page

There are xx 
proxy sites 
protecting xxx 
web sites in 
the Army 
enterprise

Page 1 
Copy

There are 25 proxy sites 
protecting 650 web sites in 

the Army enterprise

Army Information Assurance
Initiatives



(Army Ports and Protocols     Registration Process)

Challenge
• Uniform and timely process for requests to “open” 

protocols and ports at security enabled network devices 
(i.e. firewalls, security routers, etc.) that supports…
– High system availability across Army and DoD

networks 
• Spans all operational environments and systems that 

rely on “computer networks” as their transport 
mechanism

Army Ports and Protocols     
Registration Process



“Take Aways” 

Information Operation & Information Assurance

“Do not know what we don’t know…”

Open to NEW Initiatives

Dynamic & Growing Enterprise


